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Establishing Relationships Between Data ltems
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THERE IS REAL POWER IN THE
RELATIONSHIPS BETWEEN THE PIECES.

THAT IS, THE LINKS ARE AS IMPORTANT AS THE NODES
(SOMETIMES, EVEN MORE SOQO!)
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Technically, Names Must Only Be Unique, Not Consistent
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But This Makes Interoperability Difficult.

It is highly advantageous to have a standard for this
component of the architecture because it facilitates
“plug and play” of information;

Plus, it is very difficult to ensure uniqueness without a standard.
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A Common Naming Convention ACross - UNCLASSIFIED
The Enterprise Is Highly Advantageous
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This Is A Key Feature Of

Unique ldentification
A Unique Value in a Common Format

38

(' In this simple example, a 2 digit value can be used
to reference ANY of the items in this enterprise. )
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Some (Relational) Database Concepts

Everything is stored in tables with names
composed of rows { 1, 2, 3 } of data
defined via columns { ID, Name, Gender, Age, Height }
of attributes

Table Name:
1D Name Gender Age Height
T 1 Smith = 26 5.1
ROWS 2 Smith M 29 5.9
l 3 Smith F 47 5.3
< Columns

Basic Requirement:

There must be some way to identify (or select)
a single row within any table — this is the Primary Key.




Primary Keys (PK) with Intelligence Built In

TABLE: Pet Owners

TABLE: Pets
Pet-ID Name Owner
Dog-1 | Fifi Dog-2
Dog-2 Rover Dog-2
Dog-3 | Fifi DC
Cat-1 Buck DC
Cat-2 Tom Cat-1
Cat-3 Tom Cat-la

Owner-ID| Name Gender
Dog-2 Smith M
Cat-1 Jones M
DC Brown |F
Cat-la Smith F




Primary Keys (PK) w/o Intelligence
Surrogate Keys (SK)

TABLE: Pet Owners

TABLE: Pets
Pet-1D Name Type Owner
1 Fifi Dog 1
2 Rover Dog 1
3 Fifi Dog 2
4 Buck Cat 2
5 Tom Cat 3
6 Tom Cat 4

Owner-ID| Name | Gender
1 Smith M
2 Jones M
3 Brown F
4 Smith F

\

Surrogate Key (SK)

\

Surrogate Key (SK)

E.g., “Auto-Indexing” in Microsoft Access




Enterprise Keys (EK) — Surrogate Keys

Across the Enterprise

TABLE: Pet Owners

TABLE: Pets
Pet-ID Name Type Owner
01 Fifi Dog 04
02 Rover Dog 04
03 Fifi Dog 12
04 Buck Cat 12
05 Tom Cat 13
06 Tom Cat 14

\

Enterprise Key (EK)

Owner-ID| Name | Gender
04 Smith M
12 Jones M
13 Brown F
14 Smith F
61 Chen M
62 Lopez M
63 Brown F
64 Smith F

Owner-ID| Name | Gender
61 Chen M
62 Lopez M
63 Brown F
64 Smith F




Review - Identifier Terms
( Relational Database Perspective )

Primary Key (PK) is a set of attributes in a database table that uniquely identifies an entry.

When building relationships between entities, the primary key is often built by combining
primary key fields from the associated tables plus some new fields. This produces
primary keys of many different sizes and “shapes.”

Surrogate keys (SK) are single attribute (column) PKs with no embedded intelligence.

One can glean nothing about the data from the key that identifies it.
Therefore, they are impervious to change (there is no reason to change them).

o Enterprise keys (EK) are SKs that are unique across all the tables of the enterprise.
7 By definition, they are a common, single attribute (i.e., all have the same size and shape).
71 One needs a way to guarantee unigqueness.

Business Keys are alternate keys, often with intelligence, for use by the database users.

Object IDs (OID) are the object technology equivalent of a PK
and are typically EKs inside the object database.
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Example — Current Relational Scheme

—| Key1l| Datal o~ | Key2 | Data?
D D

o A o| B
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I_ T I_
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All keys have different formats and sizes;
To keep keys unique, composite keys are used,
F| so associations cause a combinatoric effect

due to concatenation of foreign keys;
Must know key formats to build associations.

Key 3| Data3

Key 6 Data 6

o {e) <
D D D
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Key 4 | Data4
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Example — Current Relational Scheme (cont)

—| Keyl| Datal Key 1| Key 2 | Index 5 o~ | Key2 | Dataz2
D D
o A A B 1 o| B
@ @
I_ TR CR P
EDIPI UIC

If one of the original keys changes,
then there is a “Foreign Key Ripple Effect” —
A Maintenance Nightmare

IUID WGS-84

Key 3 | Data3 Key 3 | Key4 | Index 6 | Data6 Key4 | Data4

Table 3
@)
Table 6
@)

)

[N
Table 4
)




Table 1

Same Example with Pure EKs

For all i,j, Format(Key i) = Format(Key j)

Data 1

A

y

A

y

Table 2

Y
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EK

Data 2

95

59

Table 3

All keys have same format and size;

Foreign keys in an association table

EK3

Data 3

Since key formats are common,
system builders can easily build any association.

Table 4

(e.g., Key 1 and Key 2) are just part of the data.

EK 4

Data 4

50

o4
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Same Example with EK as Alternate Keys
(Just Part of the Data)

Key 1| Datal | EK1 | |Key 1|Key 2|Index 5| Data5 Key2| Data2 | EK2
A 64 A B 1 B 55
Legacy Keys EKs
~|Keyl|Key2|Index5 | Key3 | Key4|Index6 |Index7| Data7 | EK7
(¢D)
% A B 1 C D 1 1 2727 89
FloA B 1 C D 1 2 YYY | 93
\ - T -
Key 3| Data3 | EK3 | |[Key 3|Key4|Index6| Data6 | EK6 | |Key4| Datad | EK4
C 16 C D 1 81 D 50




Key Management Compromise
Make the Index an EK so it is an Alternate Key [1]

A

UNCLASSIFIED

Key 1| Data 1 Key 1{Key 2|{Index 5| Data5b Key 2| Data?2
A A B 1 B
Legacy Keys EKs
~ [Key 1|Key 2| Index 5 |Key 3|Key 4| Index 6 | Index 7 | Data 7
(¢B)
% A B 1 C D 1 1 2727
=l A | B 1 C | D 1 2 YYY
\ J/
1
Key 3| Data 3 Key 3{Key 4[{Index 6| Data 6 Key 4| Data4
C C D 1 D
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Key Management Compromise
Make the Index an EK so it is an Alternate Key [2]

A

Key 1| Data 1 Key 1|Key 2 Data 5 Key 2| Data 2
64 L 64 55 . 55
Legacy Keys EKs

~ |[Key 1|Key 2 Key 3|Key 4| Index 6 | Index 7 | Data 7

(¢B)

% 64 55 16 50 81 89 777

=1 64 | 55 16 | 50 81 91 YYY

\ J/
i

Key 3| Data 3 Key 3|Key 4|Index 6| Data 6 Key 4| Data 4

16 L 16 50 81 . 50
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) Key Management Compromise
%y In the GFMIEDM IDEF1X Diagram, EKs are Annotated in Red

A

Key 1| Data 1 Key 1{Key 2|Index 5| Datab Key 2| Data 2
64 . 64 55 73 . 55
EKs (AK1)
~ Key 1{Key 2| Index 5 [Key 3|Key 4| Index 6 | Index 7 | Data7
(¢B)
% 64 55 73 16 50 81 89 777
=l 64 | 55 | 73 | 16 | 50 | 81 91 YYY
Key 3| Data 3 Key 3({Key 4|Index 6| Data 6 Key 4| Data 4

16 e 16 50 81 e 50




What is an FMIDS?

o Force management data is exchanged as defined in
the Global Force Management Information Exchange
Data Model (GFMIEDM).

o A Force Management Identifier, or FMIDS, is a
member of a set of attributes in the GFMIEDM that
serve as unigue identifiers for its components (i.e.,
entities or tables); or

« FMIDS is the set of attributes that are the unique
Identifier for the GFMIEDM components (i.e., entities
or tables).

o The FMIDS definition is independent of the
technology used to achieve uniqueness.



FMIDS In This Example

_ _ In this example,
For Table 1, the Attribute named Key 1 provides UID

For Table 2, the Attribute named Key 2 provides UID . . . the FMIDS
For , the Attribute named provides UID would be:
For Table 7, the Attribute named Index 7 provides UID FMIDS =
{ Keyl (Tablel),

- Key 1| Data 1 Key 1|Key 2 DN Key 2| Data?2 Key 2 (Table 2)’
sl ea | ... 64 | 55 Sl s5 | ... Key 3 (Table 3),
= +

~ | Key 1| Key 2 Key 3| Key 4 Index 7 | Data7 Index 7 (Table 7)

sl 64 | 55 16 | 50 89 777 }

1l 64 | s5 16 | 50 01 YYY

The fact that Key 1, the
UID attribute for

o |Key 3| Data 3 Key 3 < Table 1, is an attribute
sl | . 16 = in Table 7 does NOT
a - mean that it provides

UID for Table 7.




Foreign Keys

To avoid confusion, it is customary not to use the same name for
a key that is imported from another table — this is called a
Foreign Key, marked “(FK)” in IDEF1X (e.g., Erwin) Diagrams.
Below, the foreign key Key 1 in Table 5 is renamed Key A.

Key 1| Data 1 Key A|lKey B|Index 5| Data 5 Key 2| Data 2

64 64 58 73 95

Table 1
Table 5
Table 2

In the GFMIEDM (and JC3IEDM), single attribute primary keys,

like Key 1, end with the suffix “-id” (or identifier), while the index

for multi-attribute primary keys, like Index 5, end with the

suffix “-ix” (or index).

These attributes are the FMIDS for their entities and are easy to identify;
In the GFMIEDM Erwin diagrams, these attribute names are in red text.



Table Y

Table Z

Generalization Hierarchies and FMIDS

A generalization hierarchy (GH) is a structured grouping of entities
that share common attributes. It is used to represent common
characteristics among entities while preserving their differences.

It is the relationship between an entity and one or more refined
versions. The entity being refined is called the super-type

(e.g., Table X) and each refined version is called the sub-type

(e.g., Table Y and Table 2).

The key of the sub-type is a foreign key from its super-type.

This means that the value of Z-id = Y-id = X-id. If X-id is an unique
identifier for Table X, then Y-id is the unique identifier for Table Y
and Z-id for Table Z.

A complete path of tables is always created from a sub-type to its
top super-type (or vice versa, depending on ones perspective — both
with the same result). Therefore, in this example, a row in Table X
IS never created without a row in Table Y and a row in Table Z.

In the GFMIEDM diagrams, only the top unique identifier of a GH is
marked in red because the other unique identifiers are inherited at the
time of creation.



TableY

Table Z

Object X

Z-1d

attr_a
attr b
attr ¢
attr _d
attr_e
attr _f
attr_g
attr_h
attr i

U

Generalization Hierarchies and FMIDS

In this example, one can think of
creating an object of Type Z that
contains all the attribute up the
path of its GH super-types. When
this occurs, only a single unique
FMIDS is created and is re-used
within the tables along the path.

However, since several tables are
used, and each table has an FMIDS
attribute, each table’s unique
identifier is considered a member

of the set of FMIDS for the data
model.

In this example: FMIDS = { X-id, Y-id, Z-id}




UNCLASSIFIED

GFMIEDM Example 1 of FMIDS

OBJECT-TYPE GOVERNMENT-ORGANISATION-TYPE .
objlect-type-ld NO_CIes r-gt:u.»'ernment—organis.ation-h,me-id (FK) l 12 Tables, eaCh Wlth a_n
ozlegftypegategorg—-:aqdet d government-organisation-type-category-code - -
e amyinccatof-code l attribute that contains
fm-display-name - - Iy
il 25358, symbol 1 the unique identifier
obj_ect-typestarl?dtg_ " L) _
object-type-terminatiot r that table.
[ | FMIDS ={
(J)o - .
object-type-id,
E}RGANISATION—TYPE O rgan I_Satl On -type- I d ! - A —|
[organisation-type-id materiel-type-id, ’ |
organisation-type-cat e aua .
organisation-type-com civil Ian-post-type-ld, L
i group-organisation-type-id, T |
1 private-sector-organisation-type-id, 2::?f§?;1£';{?;?cme d
( . . . e-arm-specialisation-code
T governme nt-o rgan Isation -type- id , ijgﬁg';rl'_‘;jg;’“‘;s_gjd"f'isa""”'“"de
military-organisation-type-id, 2:2;2'1!3{{3“‘? "
. . e-principal-equipment-type-i
unit-type-id,
military-post-type-id, RY-POST-TYPE
crew-platform-type-id, et |
executive-military-organisation-type-id J
.PLATFORM-TYPE
} platform-type-id (FK) |
ted-equipment-type-id (FK) |
which are the unique identifiers for their table. ety oot e 0 )

ive-military-organisation-ty pe-category-code |




GFMIEDM Example 2 of FMIDS

FMIDS = { object-item-id, organisation-id, materiel-id, person-id, facility-id,
object-item-association-index } which are the EwIDs for their table.

Nodes Links
OBJECT-ITEM OBJECT-ITEM-ASSOCIATION .
object-item-id [ object-item-association-subject-object-item-id (FK)
P bject-item- iati bject-object-item-id (FK .
oot itomname. T sthe-subiector | obioctfm-assedationndox <0 | 6 Tables, each with an
ogjeg-item-aﬂer{ncite-iden tion-text isthe-objectol g ob S
object-item-start-dtg ob -, = -
objetfem-terminaion-tg | Of 40+ entities in the GFMIEDM, f¢,,
ob

o one (set) of tables is used to store
“Organizations,” therefore, their

0 FMIDS provide the value for the
\ Organization UID;
There is a single unique value
ORGANISATION | for each organization.
. organisation-id (FK)
organisation-category-code
isation-nicki - -blood-type-cod
organisaloncknamename | ATEREL personloodypecode, | paciy
organisation-short-name materiel-id (FK) person-gender-code facility-id (FK)
. ’ materiel-serial-number-identification-text | person-religion-code facility-category-code

real-property-identification-text

i




Universal Identification Technology

 ldentifier: a property that uniquely distinguishes an item.
[ The most basic requirement of data. |

o Universal Identifier: An identifier that is unique across the enterprise
(e.g., DoD).

« Fundamental Characteristics:

7 Itincludes no information about the entity it identifies
(called a “surrogate key” in relational databases).

7 Itis afixed size (ease of software development and interoperability).
« Additional Characteristics:

2 Size

7 Allocation Scheme

« When any data is created, it is tagged with an UID that remains associated
with it for its life.

« Technical Challenge: to guarantee uniqueness without sacrificing
reliability and performance (i.e., no bottlenecks).



Technology for Enterprise Keys

e TWO current candidates that meet these characteristics:

. . . . A
Universal Unique Identifiers (UUID), 128 Bits | |
Version (4 Bits)
< 60 Bits >/
1 60/0011
10|67 128
< 62 Bits >
. Variant (2 Bits) )
~ . . . . R
Enterprise-wide Identifiers (EwID), 64 Bits
< 32 Bit (4 Byte) Prefix > < 32 Bits (4 Bytes) Suffix ———»
1 .. .. 32|1 32
< 64 Bit (8 Byte) >
- Y




Universal Unique Identifiers (UUID)

o UUIDs were developed in the early 1980s, a 128-bit number
guaranteed to be unique, for distributed processing
applications.

o« The UUID is part of ISO/IEC 11578 (1996) and costs may be
Incurred to implement.

o Five variants with mechanism that guarantees uniqueness
through a combination of approaches: hardware addresses,
time stamps, hash functions, and random seeds.

« Very common scheme for identifiers, used by many systems
(e.g., MS Windows uses it to describe essentially every object in
the OS). They call them Globally Unique IDs (GUIDs).

o Thereis an ongoing effort to have the specification published as
a internet standard (i.e., which may be free)



Enterprise-wide Identifiers (EwID)

« EwIDs (published as EIDs) were developed in the mid 1980s, a
64-bit number guaranteed to be unique, for distributed database
applications.

o Bandwidth, simplicity, and operating system independents were
key considerations

o Uniqueness accomplished via a centrally controlled portion of
the identifier.

o Thereis an ongoing effort to have the specification published as
a DoD standard (i.e., which will be free).



Three Advantages of UUID over EwIDs

1. 1SO Standard

2. Allocation completely independent of any centralized control
Built locally.

3. Incorporated in very latest programming environments

Java 1.4., web service environments.



Three Advantages of EwIDs over UUIDs

1. Half the size at 64-bits.

Not significant in commercial environments, but is in low bandwidth
conditions (e.g., tactical systems); note - these systems do not use XML.

2.  Implementation (of an EwID Server) is independent of the computer’s
operating system (OS) and can reside completely in the applications.

Important for legacy systems without modern OS’s, programming
languages, and convenient (OS) system calls.

3. Traceable.

The partially centralized allocation scheme (often considered a negative)
provides an efficient technique to discover the source of an Ewid,
although this should be a rare requirement.
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GFM Approach:
Enterprise-wide Identifiers



Concepts and Principles Behind
Enterprise Identifiers (EID)

Renamed

Enterprise-wide Identifiers (EwID)
In 2004 to avoid confusion
with the field named EID in the
USD(ATL) Tangible Item Identifier
that denotes a manufacturer
(.e., identifies the “enterprise” that built the item)




Capture the UID Now Item UID

s

BUSINESS RULES

* In a database, once the UID is derived, it shall not be parsed to
determine the original elements!

12V194532636

Orig. Part No.  1P1234 el
Serial No. 185786950

Current Part No. 30P5678

N

Record ID uiD @ Orig. Part No. Serial No. Current “Other
(Constructed with a Part No. Data”...
Business Rule)
UN1945326361234786950 | 194532636 1234 786950 5678 >->-
— N— \
Y Y
Incremental Never Changes Can Change

(mandatory for audit)

1 This example uses MH10.8.2 Data Identifiers.



Enterprise (wide) ldentifiers (EwID)

Identifier: a property that uniquely distinguishes an item.
[ The most basic requirement of data. ]

o EwID: An identifier that is unique across the enterprise (e.g., DoD).
Fundamental Characteristics:

72 It includes no information about the entity it identifies
(called a “surrogate key” in relational databases).

72 Itis a fixed size (ease of software development and interoperability).
Recommended Characteristics:

2 Size: 64 bits is the smallest size that will do the job
(bandwidth is a consideration)

72 Allocation Scheme: Global Prefix, Local Suffix for simplicity.

Technical Challenge: to guarantee unigueness without sacrificing
reliability and performance (i.e., no bottlenecks).



EwID Formulation Scheme

An enterprise-wide identifier to uniquely identify any item in any

database can be composed by combining unique identifiers.

First, a globally unique, four byte (32 bit) “EwID Seed”
Is obtained from an EwID Seed Server.

A 4

«— 32 Bit (4 Byte) EwID Seed

«<— 32 Bits (4 Bytes) Local Sequence —

1 32|1

32

B
>

. 64 Bit (8 Byte) EwID
Prefix Suffix

Then, an EwID Server is established to provide EwIDs to users by producing

globally unique, eight byte (64 bit) EwIDs by appending a locally controlled,

unique, four byte (32 bit) suffix to the EwID Seed prefix.

The common, eight byte (64-bit) enterprise-wide identifier format allows
254 bit patterns = 18.45 X 10%8, or 18.45 Exa-identifiers,
or 18 Billion Billion Unique Entities to be tracked. In other words. ..

4.3 billion EwIDs can be produced from each of the 4.3 billion EwID Seeds.



UNCLASSIFIED

Enterprise-wide Identifier Allocation Hierarchy

~

Up to 4.3 Billion

EwID Servers (ES)
Virtually Unlimited

EwID Users

—— o o o e oy,

_——

T TTT T \

'Virtual

' EWID Seed Server (ESS) GDA‘IFEDDDDDDDDDL,\

' w/ 4.3 Billion Seeds 30A9F5DD0O000000Z,
30A9F5DD0O0000003,
30A9F5DD0O000000Y,

-

o e e e e e e e e e e e e e e e -

P

Each EwID Server
Can Provide
4.3 Billion EwIDs

D e p——— —— - - ——



EwID Summary

o Data identification will have to be accomplished somehow.
This is but one of many possible techniques;
the hard part is the task of selecting one.

o Obtaining EwID Seeds is not intended to be a real-time
process. This occurs when the systems are built and
configured.

o« EWID Seeds are free ( see: https://ess.arl.army.mil )

o EwID characteristics & advantages:

722 No embedded information — they give away no information

7 Registration-based, this allows them to be compact & efficient
(no waste)

2 Simple, fixed size — easy for software engineers to use
Easy to implement (add to legacy DBs as Alt Keys)
Data Miner’s Dream — all data is tagged with a common structure

N N
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Backups



Structure of a Version 1 (Time-Based)

Universally Unique Identifier (UUID)
[ ISO/IEC 11578:1996 |

The timestamp is a 60-bit value. For UUID version 1, this is represented by

Coordinated Universal Time (UTC) as a count of 100-nanosecond intervals since version
00:00:00.00, 15 October 1582 (the date of Gregorian reform to the Christian calendar). (4 BitS)
< Timestamp (60 Bits) > \
1 60|0001
10|67 80|81 128
<4— Clock Seq —»|« Node (48 Bits) >

(14 E<3) T~

For UUID version 1, the node field consists of an IEEE 802 MAC
Variant For UUID version 1, the clock address, usually the host address. For systems with no IEEE address,

(2 Bits) sequence is used to help avoid a randomly or pseudo-randomly generated value may be used.

duplicates that could arise when the
clock is set backwards in time or if the
node ID changes. The clock sequence
MUST be originally (i.e., once in the
lifetime of a system) initialized to a
random number to minimize the
correlation across systems.

< 64 Bits (8 Bytes) >



Structure of a Version 3 or 5 (Name-Based) UUID

All fields, timestamp, clock sequence, and node (122 bits total)

: : Version
are filled with values from the hashed character sequence. (4 Bits)

< Timestamp (60 Bits) > \

1 60/0011

10|67 : 128
<4— Clock Seq —»|« Node (48 Bits) >

(14 Bits)
Variant Version code for Version 3 UUIDs is 0011.
(2 Bits)

Version code for Version 5 UUIDs is 0101.

Version 3 UUIDs use the MD5 (Message-Digest Algorithm #5) Hash Function by Rivest.
Version 5 UUIDs use the SHA-1 (Secure Hash Algorithm Revision 1) Hash Function by NIST.




What is a Hash Function?

From: http://www.nist.gov/dads/HTML/hash.html and

http://www.x5.net/fags/crypto/q94.html

Definition: A function that maps keys (e.g., strings) to integers, usually

to get an even distribution on a smaller set of values.

A hash function His a transformation that takes a variable-size input m
and returns a fixed-size string, which is called the hash value h; that
IS, h = H(m).

Example: h =H(*The FMIDS CONOPS Page.”) = 10010

Hash functions with just this property have a variety of general computational
uses, but when employed in cryptography the hash functions are usually
chosen to have some additional properties.

The basic requirements for a cryptographic hash function are:

/

N N N N

the input can be of any length,

the output has a fixed length,

H(m) is relatively easy to compute for any given m,

H(m) is one-way,

H(m) is collision-free. [By definition, to some level of probability.]




UNCLASSIFIED

Recursive Tracking Service (Ideal Case)

2. ESS returns POC Contac Information
and finished or forwarded indication.

1. User discovers unknown EwID
(e.g., referential integrity error).
Contact ESS: Find EwID

3. User receives
Contact Info.

4. If user enters a tracking service URL in
contact information, then the ESS will
forward the “Find EwID” command.

5. At any point, user may
receive further Contact
Info or Rejection.

Many scenarios possible depending on
how the user set up the tracking service

6. User receives XML code
from a DBMS for the
EwID referenced

Simple Case:
\EID/DB 1 Unit)

If user has many seeds and many ESs,
then may select to implement a central
tracking server to forward requests to
correct ES.

If user has one EwID and many DBMSs,
then ES can be the tracking server and
will forward request to correct database
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